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A B S T R A C T

In this paper, we propose a novel optical asymmetric fingerprint image encryption technique that uses QR
decomposition in gyrator wavelet transform domain. A fingerprint image is bonded with a phase mask
generated with Gerchberg–Saxton phase retrieval algorithm, which is gyrator wavelet transformed. This output
is further applied to QR decomposition scheme and different keys are generated through it. The process is
iterated to enhance the level of security. A Haar wavelet has been used in the study. Different phase images,
gyrator transform orders and the parameters of the wavelet help achieve imperceptibility and robustness. The
asymmetric keys make the system attack free like Brute force attack, known plain text attack, and special
attack. Numerical simulations carried out on a MATLAB platform demonstrate the security, privacy, and
validity of the proposed encryption scheme.

1. Introduction

Securing personal and professional data using optical systems has
drawn considerable attention of scientific community in recent times.
Data transferred in raw form will be more vulnerable to attacks. So,
there is a need of developing highly efficient encryption mechanisms.
The encryption mechanism can be digital and optical. Various digi-
tal schemes have been developed in the literature for enhancing se-
curity [1,2]. Optical encryption technique offers strong information
security with ultra high speed and parallel processing capabilities.
Double random phase encryption (DRPE) procedure was first put for-
ward in 1995, which was improved by large number of researchers
applying various optical transforms [3–5]. The basic DRPE was later
proved to be vulnerable to various applicable attacks because of its
symmetric property [6–10]. Phase-truncated Fourier transform (PTFT)
was proposed as an asymmetric and non-linear cryptosystem by Qin
and Peng [11]. Different encryption schemes based on PTFT method
has been developed which were further found vulnerable to special
attack [12–15]. Efficient cancelable biometric recognition system has
been developed using PTFT approach [16]. The Gerchberg–Saxton(GS)
phase retrieval algorithm and its modified version have been used as a
tool in encryption schemes for developing object dependent phase-only
functions [17–21].

Equal modulus decomposition (EMD) is a coherent superposition-
based method. It is one of the new techniques for securing confidential
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information, in which the cipher text is derived from the plain text [22–
25]. EMD encoding scheme resists known plaintext attack. Color image
encryption using vectorial light and controllable optical vortex array
have been also used for optical encryption [26,27]. Such schemes use a
light beam which consist of spatially separated controllable orthogonal
states of optical vortices.

In one of our previous studies, gyrator wavelet transform (GWT)
was introduced as a new tool for dealing with the optical informa-
tion processing applications [28–30]. It is a generalized transform
that emerges from cascading two transforms, gyrator transform (GT)
and wavelet transform (WT). Recently, a new technique based on
the sparse matrix compression and storage has been implemented.
This technique comprises of orthogonal–triangular decomposition (QR
decomposition). The QR decomposition has found application in image
compression and watermarking algorithms [31,32]. QR decomposition
produces sparse matrix which can be used as ciphertext and product
of two orthogonal and triangular matrices act as decryption keys. This
makes system asymmetric.

It is known that asymmetric cryptosystem due to its nonlinear
characteristics increases the complexity of an optical cryptosystem and
is resistant to many attacks. In this paper, we propose an optical asym-
metric fingerprint image encryption scheme using QR decomposition
in GWT domain. The input phase masks have been generated from GS
phase retrieval algorithm (phase image of Lena has been used in the
algorithm). To the best of our knowledge, this is the first time that GWT
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Fig. 1. Phase generation through modified G-S Phase retrieval algorithm.

domain QR decomposition scheme has been used for biometric security
application.

In the proposed cryptosystem, instead of using random phase di-
rectly, the phases for encryption have been generated through modified
GS phase retrieval algorithm [20]. If the attacker tries to decrypt input
image of a fingerprint, it may result into decryption of used Lena image,
whose generated phase has been used as encryption keys. This step will
provide hindrance for the receiver which will disable the identity of
the sender and the authenticity of the ciphertext. Thus, the economic
interests of the users will be protected from original data loss. As far
as the security issues are concerned, the proposed cryptosystem can
resist the attack of iterative algorithm because of the use of the phase
modulation technique

Numerical simulations carried out on MATLAB platform demon-
strate the security, privacy, and validity of the proposed technique.
The proposed scheme is found robust against occlusion and noise
attacks. Section 2.1 of the paper briefly describes GS phase retrieval
algorithm. Section 2.2 explains orthogonal triangular decomposition
method. Section 3 describes proposed asymmetric cryptosystem. Sec-
tion 4 comprises of scheme verification and validation results. Section 5
comprises different attacks which are applied on proposed cryptosys-
tem and the last section concludes the study with highlights of the
contribution.

2. Different schemes

2.1. Modified GS phase retrieval algorithm

The block diagram of the modified GS algorithm [18–20] is shown
in Fig. 1.

It is defined through the following steps:

1. Any complex function 𝑓 ′
𝑛(𝑥, 𝑦) after 𝑛th iteration is given as

𝑓 ′
𝑛(𝑥, 𝑦) = |𝑓 (𝑥, 𝑦)| exp{𝑖2𝜋𝑟𝑛(𝑥, 𝑦)} (1)

Here, the exponential term is the random phase mask (RPM)
which is bonded with input image.

2. Now the complex function 𝑓 ′
𝑛(𝑥, 𝑦) is fractional Fourier trans-

formed (FRT) with some arbitrary fractional order 𝛼’ as,

𝐹𝑛+1(𝑢, 𝑣) = I𝛼
′
[𝑓 ′

𝑛(𝑥, 𝑦)] = |

|

𝐹𝑛+1(𝑢, 𝑣)|| exp{𝑖𝜑𝑛(𝑢, 𝑣)} (2)

3. Replace amplitude of above equation with unity

𝐹 ′
𝑛+1(𝑢, 𝑣) = 1 × exp{𝑖𝜑𝑛(𝑢, 𝑣)} (3)

4. Now perform FRT to 𝐹 ′

𝑛+1(𝑢, 𝑣) of order 𝛼’ as

𝐹 ′′
𝑛+1(𝑥, 𝑦) = I−𝛼1 [𝐹 ′

𝑛+1(𝑢, 𝑣)] =
|

|

|

𝐹 ′′
𝑛+1(𝑥, 𝑦)

|

|

|

× exp{𝑖𝜑′
𝑛(𝑥, 𝑦)} (4)

Here, the exponential term is the random key (RK) which will act
as an input phase for next cycle.

5. Replace amplitude of Eq. (4) with input intensity

𝑓 ′
𝑛+1(𝑥, 𝑦) = |𝑓 (𝑥, 𝑦)| × exp{𝑖𝜑′

𝑛(𝑥, 𝑦)} = |𝑓 (𝑥, 𝑦)| × exp{𝑖𝑟𝑛+1(𝑥, 𝑦)}

(5)

The convergence of the iteration process is completed with the
computation of the mean square error (MSE) as defined in Eq. (1),
reaching the minimum value.

2.2. Orthogonal triangular decomposition method

In orthogonal–triangular decomposition or QR decomposition [31,
32] scheme, a given matrix M ∈ 𝑅n×n having linear independent
columns is transformed into an orthogonal matrix Q (satisfying con-
dition 𝑄 × 𝑄T = 𝐼 ), an upper triangular matrix R and a permutation
matrix P. In case of a complex matrix decomposition, Q is obtained
as a unitary matrix (satisfying condition 𝑄 × 𝑄 * = 𝐼) rather than
orthogonal matrix. Statistically it can be expressed as,

𝑀 × 𝑃 = 𝑄 × 𝑅 (6)

Here, 𝑄T and Q* represent transpose and transpose conjugate of Q
matrix. In case of image encryption, inverse of P acts as ciphertext
and Q × R serves as the private asymmetric key. As inverse of P is
a sparse matrix where most of the elements are zero so its storage
and transmission will take less memory and bandwidth as compared
to other data. QR decomposition produces sparse matrix which is an
intermediate ciphertext and product of two orthogonal and triangular
matrices serves as decryption keys. This makes system asymmetric.

Recently, we proposed GWT, a new tool for dealing with vari-
ous optical information processing applications [28], where GT has
been generalized by combining it with WT. This combination provides
multi-resolution analysis of the rotation spectrum in position-spatial
frequency planes. As we know, the GT of a two-dimensional (2D) real
function f (𝑥𝑖, 𝑦𝑖) is expressed as,

𝐺(𝑥0, 𝑦0) = 𝐺𝛼[𝑓 (𝑥𝑖, 𝑦𝑖)](𝑥0, 𝑦0)

= 1
|sin 𝛼| ∫

𝑓 (𝑥𝑖, 𝑦𝑖)𝐾𝛼(𝑥𝑖, 𝑦𝑖, 𝑥0, 𝑦0)𝑑𝑥𝑖𝑑𝑦𝑖 (7)

where (𝑥𝑖, 𝑦𝑖) and (𝑥𝑜, 𝑦𝑜) indicate the input and output plane coordi-
nates, respectively. The transform kernel is denoted as,

𝐾𝛼(𝑥𝑖, 𝑦𝑖, 𝑥0, 𝑦0) = exp
(

𝑖2𝜋
(𝑥0𝑦0 + 𝑥𝑖𝑦𝑖) cos 𝛼 − (𝑥𝑖𝑦0 + 𝑥0𝑦𝑖)

sin 𝛼

)

(8)

Here, 𝛼 is GT transform angle. For 𝛼 = 0, it is the identity transform.
For 𝛼 = 𝜋/2, it is the direct/inverse FT with rotation of the coordinates
at 𝜋∕2. A 2D GWT of the signal f (𝑥i, 𝑦i) is defined as follows [28],

𝐺𝑊𝑓 (𝑎1, 𝑎2, 𝑏1, 𝑏2) =

1
√

𝑎1𝑎2 ∫

∞

−∞ ∫

∞

−∞ ∫

∞

−∞ ∫

∞

∞

1
|sin 𝛼|

𝑓 (𝑥𝑖, 𝑦𝑖)ℎ∗
(

𝑥0 − 𝑏1
𝑎1

,
𝑦0 − 𝑏2

𝑎2

)

× 𝐾𝛼(𝑥𝑖, 𝑦𝑖, 𝑥0, 𝑦0)𝑑𝑥𝑖𝑑𝑦𝑖𝑑𝑥0𝑑𝑦0 (9)

If
1

|sin 𝛼|
𝐾𝛼(𝑥𝑖, 𝑦𝑖, 𝑥0, 𝑦0) = 1

or

𝐾𝛼(𝑥𝑖, 𝑦𝑖, 𝑥0, 𝑦0) = |sin 𝛼|

This reduces to ordinary GT operation. The inverse GWT will be a
two-step process; in the first step Eq. (7) is inverse WT operated [28].

𝐼𝑊 𝑇 [𝐺𝑊𝑓 (𝑎1, 𝑎2, 𝑏1, 𝑏2)] =
1
𝐶 ∫

∞

−∞ ∫

∞

−∞ ∫

∞

−∞ ∫

∞

−∞

1
𝑎31𝑎

3
2

𝑊𝑓 (𝑎1, 𝑎2, 𝑏1, 𝑏2)𝑓 (𝑥𝑖, 𝑦𝑖)

× ℎ
(

𝑥0 − 𝑏1
𝑎1

,
𝑦0 − 𝑏2

𝑎2

)

𝑑𝑎1𝑑𝑎2𝑑𝑏1𝑑𝑏2 (10)
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Fig. 2a. Block diagram for encryption.

Fig. 2b. Block diagram for decryption using asymmetric keys.

where C is a constant. The inverse GT corresponds to the GT at rotation
angle ‘-𝛼’. It is defined as,

𝑅−𝛼{𝑓 (𝑥𝑖, 𝑦𝑖)}(𝑥0, 𝑦0) = 𝑅−𝛼{𝑓 (−𝑥𝑖, 𝑦𝑖)}(−𝑥0, 𝑦0) (11)

Thus,

𝐼𝐺𝑇 {𝐼𝑊 𝑇 [𝐺𝑊𝑓 (𝑎1, 𝑎2, 𝑏1, 𝑏2)]} = 𝑓 (𝑥𝑖, 𝑦𝑖) (12)

where the input image f (𝑥i, 𝑦i) is achieved through inverse GT opera-
tion.

3. Asymmetric cryptosystem scheme

Fig. 2a displays schematic diagram of the encryption procedure. The
fingerprint image is used as the data to be secured, represented here by
f (x, y).

The encryption process can be divided into following steps:
Step 1: A phase mask generated through modified GS phase retrieval
algorithm is employed on fingerprint image f (x, y).
Step 2: This bonded image is Gyrator wavelet transformed of the order
𝛼1.
To execute this, at first, the bonded image im(x, y) is GT operated with
order 𝛼1.

𝐴1(𝑢, 𝑣) = 𝐺𝑇 𝛼1 [𝑖𝑚(𝑥, 𝑦)](𝑢, 𝑣)

= 1
|sin 𝛽| ∬

𝑖𝑚(𝑥, 𝑦) exp 𝑖2𝜋𝑟1(𝑥, 𝑦) ×𝐾𝛽 (𝑥, 𝑦, 𝑢, 𝑣)𝑑𝑥𝑑𝑦 (13)

The obtained spectrum is single level WT operated using ‘Haar’ wavelet.
This results into four frequency sub-bands. After each transform is
performed the size of the square which contains the most important
information is reduced by a factor of 4 that is why four sub-bands
are formed termed as approximation coefficient, horizontal coefficient,
vertical coefficient and diagonal coefficient.

All these sub-bands are then position multiplexed. As we have
different sub bands (approximation, horizontal, vertical and diagonal)
each of size 128 × 128 pixels, so all these sub bands are placed on the

256 × 256 pixels sized matrix whose all elements are one. This has
been done on MATLAB digitally.

𝐺1(𝑚, 𝑛) = 𝐷𝑊 𝑇 {𝐴1(𝑢, 𝑣)} = {𝑊𝐿𝐿,𝑊𝐻𝐿,𝑊𝐿𝐻 ,𝑊𝐻𝐻} (14)

Step 3: 𝐺1(m, n) obtained is further decomposed using QR decomposi-
tion technique to give private key — key1 and intermediate ciphertext
[𝑄1, 𝑅1, 𝑃1] = 𝐸1(𝜉, 𝜂)

𝑘𝑒𝑦1 = 𝑄1 × 𝑅1 (15)

Step 4: Another phase mask generated through modified GS phase
retrieval algorithm is employed on first ciphertext 𝐸1(𝜉, 𝜂). The whole
process is iterated resulting into final encrypted image, 𝐸2(𝛹 , 𝜎).

The decryption process is shown in Fig. 2b. The final ciphertext
is bonded with the private key 𝑘2(𝛹 , 𝜎). It is further inverse Gyrated
wavelet transformed and simultaneously two keys are applied which in
combination form a new asymmetric key ie. {𝑘1(𝜉, 𝜂) × conj[𝑅2(𝜉, 𝜂)}.
Further, the process is repeated which results into a decrypted image
𝑓1(x, y).

Here, the system is completely asymmetric, as the encryption keys
are 𝑅1(𝑥, 𝑦) and 𝑅2(𝜉, 𝜂) while decryption keys are 𝑘2(𝛹, 𝜎) and
{𝑘1(𝜉, 𝜂) × conj[𝑅2(𝜉, 𝜂)]} which are different from encryption keys.
Along with these main keys, type of wavelet, GWT orders at different
levels enhances the key space.

4. Computer experiment

We performed the numerical simulation using MATLAB 7.10. A
fingerprint image of size 256 × 256 pixels is used as an input image
to be secured as shown in Fig. 3(a).

An image of Lena has been used to generate phase image using
GS algorithm. Its phase image is shown in Fig. 3(b). The fingerprint
image to be encrypted is bonded with a generated phase mask, which is
then gyrated wavelet transformed employing ‘‘Haar’’ wavelet. All coef-
ficients of Haar wavelet have been shown in Fig. 4(a)–(d), respectively.
The parameters of the wavelet serve as additional keys to the security
system. All these are position multiplexed and is further applied to QR

3
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Fig. 3. (a) Fingerprint image and (b) phase image of Lena generated through modified GS algorithm.

Fig. 4. Wavelet transform of intermediate encrypted image: (a) approximation coefficient, (b) horizontal coefficient, (c) vertical coefficient, and (d) diagonal coefficient.

Fig. 5. Level-1 encrypted image.

decomposition scheme and different keys are generated through it. The
intermediate ciphertext has been shown in Fig. 5.

Intermediate ciphertext is bonded with phase image of Lena which
is generated modified GS algorithm. Then it is gyrator wavelet trans-
formed. All coefficients of Haar wavelet have been shown in Fig. 6(a)–
(d), respectively. All coefficients are position multiplexed and is applied
to QR decomposition scheme. The final ciphertext has been shown in
Fig. 7.

MSE has been evaluated to check the performance of the retrieved
original image and the input image. The MSE between original im-
age [Fig. 3(a)] used for encryption and decrypted image [Fig. 8] is
1.054 × 10−28. The MSE value close to zero indicates that the original
image is perfectly retrieved. A graph has been plotted between MSE
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Fig. 6. Wavelet transform of Fig. 5 encrypted image (a) approximation coefficient, (b) horizontal coefficient, (c) vertical coefficient, and (d) diagonal coefficient.

Fig. 7. Ciphertext.

Fig. 8. Decrypted image obtained after using asymmetric keys.

Fig. 9. (Color online) Plot of MSE versus GT orders for the generation of decryption
key.

and GT order for level 1 encryption [Fig. 9]. This shows that the error
increases as GT order deviates from its original value.

5. Attack analysis

Attack algorithms can be applied to extract the security keys if the
complete complex valued-fields are known. For example, in case of
known-plaintext attack, several plain images and their corresponding
ciphertexts are known [8]. The phase keys can be evaluated through
iterative algorithms. But, in this scheme, the asymmetric keys are not
pure phase keys rather they are the complex valued keys i.e., two
orthogonal and triangular matrices. Thus, without knowledge of the
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Fig. 10. Occluded Encrypted images (a) 25% occlusion, (b) 50% Occlusion, (c) decrypted images with 25% occlusion, and (d) decrypted images with 50% occlusion.

constraints like amplitude of asymmetric keys it is impossible to apply
such attack.

In case of brute force attack, all possible asymmetric keys are
searched. As, all the four asymmetric keys for an input image are
of 256 × 256 pixels. Out of these, four 𝑅1 and 𝑅2 are the phase
keys already generated through phase retrieval algorithm while other
two asymmetric keys 𝑘1 and 𝑘2 are complex-valued fields. To find
such complex fields it is practically inconceivable through brute force
attack [29].

Specific attack is the main attack of amplitude and phase truncation
based asymmetric cryptosystem in which phase keys can be obtained
through phase retrieval algorithm [29]. In this case, the asymmetric
keys are not pure phase keys rather these are complex keys. In ad-
dition to this, the rest of the keys have been obtained through GS
phase retrieval algorithm. Hence, it can be claimed that the proposed
cryptosystem is resistant to the known plaintext attack, specific attack,
and brute force attack. The proposed scheme is also evaluated against
occlusion where the occluded spaces are replaced by zeros. Figures
10(a) and (b) show occluded encrypted image with 25% and 50%
occlusion, respectively and the corresponding decrypted images have
been shown in Figs. 10(c) and 10(d), respectively.

The statistical analysis of the proposed crypto mechanism has been
shown in Fig. 11. through 3D plot analysis of different test images.

5.1. Histogram analysis

The ciphertext image histogram describes an image encryption qual-
ity in a better way. A proper cryptosystem tends to encrypt an input
data into random information thus its related ciphertext histogram

varies relatively. Fig. 12(a) shows histogram of input biometric im-
age and Fig. 12(b) shows histogram of Lena image whose modified
phase has been used for encryption and decryption. Fig. 12(c) shows
the histogram of final encrypted image. In order to check security
issues a cameraman image and Lena image has been taken for decryp-
tion purpose. Again, its phase has been generated using modified GS
phase retrieval algorithm but could not retrieve input biometric image
successfully with CC as 0.1251 and MSE as 94.025.

Fig. 13(a) shows cameraman image whose phase is used for decryp-
tion multiple times. Fig. 13(b) shows histogram of cameraman image
whose generated phase is used a wrong key and Fig. 13(c) shows
the decrypted input image with wrong phase key. Fig. 13(d) shows
the histogram of corresponding decrypted image as a wrong key. This
analysis shows that the histogram of decrypted images obtained from
two different phase keys are entirely different. Hence, this enhances the
security of the proposed cryptosystem.

6. Conclusion

It is known that asymmetric cryptosystem due to its nonlinear
characteristics increases the complexity of an optical cryptosystem and
is resistant to many attacks. In this paper, we propose an optical
asymmetric cryptosystem of fingerprint image using QR decomposition
scheme in GWT domain. QR decomposition asymmetric scheme has
been used for fingerprint encryption. Also, key space has been enhanced
due to the combination of GS algorithm, GWT, and QR decomposition.
The different phase masks as well as the parameters of the GWT; gyrator
angle, level and type of mother wavelet, position of different frequency
bands in the intermediate frequency planes and the output planes

6
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Fig. 11. Three-dimensional plots of (a) Input image (b) decrypted image with correct keys, (c) encrypted image, (d) decrypted image with 25% occlusion of ciphertext, and (e)
decrypted image with 50% occlusion of ciphertext.

constitute the keys to the proposed cryptosystem. The study would
find application in securing biometrics since it requires less memory
and space but without any compromise with the level of security.
This cryptosystem is applicable to binary and grey scale images as well.
The memory size will increase in case of grey scale images.
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Fig. 12. (a) Histogram of input biometric image, (b) histogram of Lena image whose modified phase has been used for encryption, and (c) histogram of encrypted image.

Fig. 13. (a) Cameraman image, (b) histogram of different key image of cameraman, (c) decrypted image with wrong phase key of cameraman, and (d) histogram of decrypted
image which is different from histogram of input image resulting into abrupt CC and MSE.
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